A metric on the set of elliptic curves over Fp  by Mishra, Pradeep Kumar & Gupta, Kishan Chand
Applied Mathematics Letters 21 (2008) 1330–1332
Contents lists available at ScienceDirect
Applied Mathematics Letters
journal homepage: www.elsevier.com/locate/aml
A metric on the set of elliptic curves over Fp
Pradeep Kumar Mishra a,∗, Kishan Chand Gupta b
a Centre for Information Security and Cryptography, University of Calgary, Canada
b Centre for Applied Cryptographic Research, University of Waterloo, Canada
a r t i c l e i n f o
Article history:
Received 13 November 2006
Received in revised form 23 January 2008
Accepted 27 February 2008
Keywords:
Elliptic curves
Elliptic curve cryptosystems
Metric
Isomorphism classes of elliptic curves
a b s t r a c t
Elliptic curves over finite fields have found applications in many areas including
cryptography. In the current work we define a metric on the set of elliptic curves defined
over a prime field Fp, p > 3. Computing this metric requires us to solve an instance of
a discrete log problem in F∗p . This idea may have a possible application in devising some
cryptographic primitives.
© 2008 Elsevier Ltd. All rights reserved.
1. Introduction
Elliptic curves are beautiful geometric entities which have fascinated mathematicians for more than a century. The
curves have been studied at length: many of their interesting properties have been unearthed. In the last two decades,
the study of the curves received a new impetus when many of their applications were discovered. In particular, elliptic
curve cryptosystems (ECC), independently proposed by Koblitz [5] and Miller [6] in 1985, integrated the study of the curves
to the mainstream of cryptographic research. Details about elliptic curves and ECC can be found in [2]. In the current work,
we propose a simplemetric on the set of elliptic curves over a prime field Fp, p > 3, which may have a potential application
in designing a cryptographic primitive. We have provided an example of an application at the end of Section 2.
2. The metric
The metric that we propose is based on the concept of isomorphism classes of elliptic curves. Two curves in the same
isomorphism class will have a finite distance between them. The distance of a curve from all the curves in an isomorphism
class different than its own will be defined to be infinity.
Elliptic Curves Over Prime Fields Fp, p > 3: An elliptic curve can be represented by Weierstrass’s equation of the form
C : y2 = x3 + ax+ b,
where a, b ∈ Fp and 4a3 + 27b2 6= 0. The set of rational points over Fp is the set of all points over Fp × Fp which satisfy this
equation together with a special point, called the point at infinity.
Isomorphism on the set of elliptic curves over Fp is an equivalence relation defined as follows.
Isomorphic Curves: Let
Ci : y2 = x3 + aix+ bi, i = 1, 2
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be two curves over Fp, p > 3. C1 is said to be isomorphic to C2 over Fp if there exists a t ∈ Fp such that a2 = t4a1 and
b2 = t6b1 [7].
Let g be a generator of the multiplicative group of the field Fp. Then, given any non-zero element z ∈ Fp, there exists an
integer k ∈ {0, 1, . . . , p−2} such that z = gk. We will refer to the set {0, 1, . . . , p−2} as an index set of g. Note that the index
set of g is not unique. Any complete system of residues modulo p can act as an index set. For defining the metric, we will
always use the index set {− p−12 + 1,− p−12 + 2, . . . ,−1, 0, 1, . . . , p−12 }. We will refer to this index set of a generator g as the
standard index set of g.
Let C1 and C2 be any two curves over Fp. If C1 and C2 are not isomorphic, we define the distance between them to be
infinite. Otherwise, let t ∈ Fp be a field element which transforms the parameters of C1 to those of C2 (or parameters of C2 to
those of C1). Let t = gr , where r is in the standard index set of g. There will be several t’s which define the same isomorphism.
Let t1, . . . , tl ‘define’ the same isomorphism. Write ti = gαi ; 1 ≤ i ≤ l. Choose that ti for which αi is minimum.
Then we define the distance between C1 and C2 to be |r| That is,
dg(C1, C2) = |r| if C1 and C2 are isomorphic and t = gr,
dg(C1, C2) = ∞ otherwise.
Now we claim that dg as defined above is a metric.
Clearly, dg ≥ 0. Also, if C1 and C2 are the same curve, then they are isomorphic and so t = 1 and r = 0. Hence it follows
that dg(C1, C2) = 0 if C1 = C2. Proving the converse is equally simple.
Next we will show that dg(C1, C2) = dg(C2, C1). If these curves are not isomorphic then there is nothing to prove as both
of these distances are ∞. So let us assume that they are isomorphic. Let t = gr be the element in F∗p which transforms
parameters of C1 to those of C2 (i.e. a2 = t4a1, b2 = t6b1). Note that such r is not unique. If we force r to be in the standard
index set then it is unique. Then t−1 = g−r transforms parameters of C2 to those of C1 (i.e. a1 = (t−1)4a2, b1 = (t−1)6b2).
Hence dg(C1, C2) = |r| and dg(C1, C2) = | − r|, which are the same.
Finally, we have to prove the triangle inequality, i.e. we have to show that for any three curves Ci, i = 1, 2, 3,
dg(C1, C2)+ dg(C2, C3) ≥ dg(C1, C3).
Clearly, this is obvious if C1 is not isomorphic to C2 or C2 is not isomorphic to C3.
So let us assume that C1 is isomorphic to C2 and C2 is isomorphic to C3. Isomorphism is an equivalence relation, and thus
C1 is also isomorphic to C3. Let
Ci : y2 = x3 + aix+ bi,
for i = 1, 2, 3. Then there exist t1, t2 ∈ Fp and indices r1, r2 in the standard index set of g such that
a2 = t41a1, b2 = t61b1, t1 = gr1
and
a3 = t42a2, b3 = t62b2, t2 = gr2 .
Now,
a3 = (t1t2)4a1, b3 = (t1t2)6b1.
Let t1t2 = t3 = gr3 . Then r3 ≡ r1 + r2(mod (p− 1)). Hence r3 ≤ r1 + r2. We have now
dg(C1, C2) = |r1|,
dg(C2, C3) = |r2|,
dg(C1, C3) = |r3|,
Hence,
dg(C1, C2)+ dg(C2, C3) ≥ dg(C1, C3).
This establishes the triangle inequality.
An application—a defence against fixed table attacks: As an application of the proposedmetric, in this sectionwe describe how
it may be used to resist fixed table attacks [3]. During the point multiplication operation with precomputations, storing the
precomputed table in affine coordinates is considered insecure as it may lead to fixed table attacks. To thwart such attacks, it
is recommended to randomize the table each time a table entry is used in the computation. As point randomization technique
(Coron’s point randomization [1]) requires the point to be in projective coordinates, affine coordinates are considered
insecure for use for points in a precomputed table. With the concept of distance, we can efficiently use the Joye–Tymen
curve randomization technique [4] to defeat fixed table attacks. Each time we use a table entry in the computation we shift
the computation to an isomorphic curve, only storing the distance di. After computing the scalarmultiplicationwe can return
back to the original curve by going back a distance of Σdi. A traditional implementation needs storing of two parameters,
one curve parameter and one defining the isomorphism; and a finite field multiplication for each isomorphism. The metric
allows us to use a precomputed table in affine coordinates without much performance penalty.
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The fact that computing the distance between two given curves is equivalent to solving the discrete logarithm problem
(DLP) in the underlying field leads us to believe that the idea of the metric could have potential applications in coding
theory and cryptography. Of course, DLP’s over the fields used for elliptic curve cryptography are not hard to crack. One way
of getting around this weakness is choosing a large prime field Fq over which the DLP is intractable and then defining the
elliptic curves over an adequately sized subfield Fp of Fq.
3. Conclusion
In this work, we have defined ametric on the set of elliptic curves over Fp. We have not given any ready-made application
for it. But it may have potential application in designing some cryptographic primitive, as the computing distance is
equivalent to solving a discrete log problem. Another possible application is in resisting fixed table attacks. Note that the
metric is dependent on the choice of the generator of the underlying field. Generating ametric independent of any generator
is an interesting open problem.
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